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Interference

* [n @ measurement system, in addition to the signals that are measured,
there are also unwanted electrical signals.

 Some unwanted signals are due to interference from nearby circuit
networks.

* Interference signals are classified based on the source of interference
and the way they are transmitted:
* Capacitive interference
* Inductive interference
* Electromagnetic interference
* Conductively coupled interference



Capacitive Interference

* Manifests itself near conductors that have a significant time varying
voltage.

* A conductor will create a voltage in a neighbor conductor as if they were
connected by a low-valued capacitor.

* Capacitive interference needs to be addressed when it is strong enough to
affect the signals carried by a conductor.

e Capacitive interference is eliminated by surrounding the conductor with a

conductive shield connected to GND. m
weshield

Signal conductor

* Examples of shielded cables include
* BNC cables.
* USB cables.




Example

A certain device is equivalent to a 2 mV rms sinusoidal source of 1 kHz in
series with a 1 M() resistor. The device is connected to GND and to a DMM
of 10 M{2 internal resistance. The capacitive coupling between cables and
power line wires is modeled by 0.1 pF capacitors connected to a 120 V rms
source. Assuming no other interference signals, what voltage will the DMM
measure?

“_Cl = 0.1 pF
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Example (continued)
e Superposition could be used to find the total DMM voltage.

* Let V, be the phasor device voltage and [, = 1 kHz its frequency.

e letZ, = jzj; = —1.59j G() be the impedance of C; at the frequency f.
st1
* By voltage division, V ; will produce a DMM voltage
10 MQ || Z,
V]_ —_ VS
1IMQ + 10 MQ || Z
C1 = 0.1pF
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Example (continued)

* This corresponds to an rms voltage
10 MQ || Z

1MQ + 10 MQ || Z,

Virms =2ml -

* Thus, Vi yms = 1.82 mV.
* Note that the effect of C; is negligible here.

* We have obtained 1.82 mV instead of 2 mV because of the loading effect
of the DMM.
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Example (continued)

* Let V,, be the phasor power line voltage and f,, = 60 Hz its frequency.

1

*letZ, = = —26.53)j G be the impedance of C, at the frequency f,,.

J2rtfpCy

* By voltage division, V,, will produce a DMM voltage
10 MQ || 1 MQ

=V
PZ,+10 MQ || 1 MQ

V,
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Example (continued)

* This corresponds to an rms voltage

10 MQ || 1 MQ
Vyrms = 120V -

Z,+ 10 MQ || 1 MQ

* Thus, V, s = 411 mV.
* Since V1 and V, have different frequencies, the total rms voltage is

J Virms + Virms = 145 mV

”_01 = 0.1 pF
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Inductive Interference

* Manifests itself near conductors that have a significant time varying current.

e Currents create a magnetic field.
* A time varying magnetic field will induce voltages in conductors.

 To reduce inductive interference:

* The critical parts of a circuit should be as far as *
possible from the sources of the magnetic field. \

* Magnetic shielding can be applied, using a
material with high magnetic permeability.

* Twisted pairs of wires could be used to reduce
the area between conductors and in this way
the induced voltage.

Unshielded twisted pair cable with

different twist rates
From https://en.wikipedia.org/wiki/Twisted pair
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Electromagnetic Interference (EMI)

* Part of the energy associated with the fluctuations of charge or currentin a
conductor is radiated in the form of electromagnetic waves.

* This phenomenon is used to generate radio waves for communication.

* Since electromagnetic waves have both magnetic and electric fields, EMI
resembles both capacitive and inductive interference.

* Near the source of interference, capacitive interference and inductive
interference are significant, while EMI can be neglected.

* Far from the source of interference, capacitive interference and inductive
interference are negligible, while EMI can be significant.

 EMI can be eliminated by means of a conductive shield connected to GND
(just as capacitive interference).



Conductively Coupled Interference

* We normally assume that wires have zero resistance and thus zero voltage.

* |[n practice, however, the resistance of the conductors may not always be
negligible.

* For example, a pulse of 2 A flowing through a 100 m( wire will resultin a
voltage of 200 mV on the wire. A 200 mV voltage is rarely negligible!

Example: A sensor outputs a voltage v, = 4 mV. The sensor voltage is
measured between the points X and Y. If the resistance of the conductor
betweenY and Z isr = 10 mQ andi = 100 mA, what is the measured
voltage?

I ¢
 The measured voltage is
Vy =Vs+1-1=5mV. C_’)’Us
 The measured voltage has 25% error! 7 1
- —_—




Conductively Coupled Interference

e To eliminate conductively coupled interference, high currents should be
routed through conductors that are not used for the transmission of small
signals.

In the previous example, the sensor voltage could be measured correctly
between X and W'




Example 1

The circuit has two conductors A and B that are close to each other, but not
touching. Ry; is a resistor of large value (such as 1 M()). What types of
interference could affect the resistor voltage?

Assume (a) an AC source v,,; (b) a DC source v,,.

* Ideally, the resistor voltage is zero. A

* However, the conductors A and B form a
low-valued capacitor. N

* Therefore, there will be a tiny amount of

current flowing from the AC source, C—D Um Ry

through the capacitor to the resistor.

* Since Ry; has a large value, this small
current could produce a noticeable voltage. |




Example 1 (continued)

* Thus, in the AC case, there will be capacitive interference.

* Since the current is very small, inductive interference and conductively
coupled interference are negligible.

* Electromagnetic interference may be present, since the conductors are not
shielded. A-

* If v,, is a DC source, since DC current
cannot flow through a capacitor, there will N
be no capacitive interference. ‘B

+
* However, it is still possible to have <—> Um Rpp
electromagnetic interference.




Example 2

The circuit has two conductors A and B that are close to each other, but not
touching. Ry, and Ry are large-valued resistors, while r has a low value.
What types of interference could affect the voltage of Ry ?

Assume (a) an AC source v,,; (b) a DC source v,,.

* |deally, the resistor voltage is zero. J\;w

* However, the current of the conductor A is A
large since r has a low value. O vm NN

* In the AC case, the current of A will create a "B R o
significant time varying magnetic field. ~W—

* This will create a voltage in the conductor B,
and thus on the resistor Ry. =

 This inductive interference will be significant.



Example 2 (continued)

* Since the source current does not flow through any of the conductors of the
network of Ry, there is no conductively coupled interference.

e Since the conductor A has a constant potential (being connected to GND),

there is no capacitive interference.

* If v,, is a DC source, since DC current will
not create a time-varying magnetic field,
there will be no inductive interference.

e Flectromagnetic interference is possible in
both AC and DC cases.
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Grounding

* On a printed circuit board, the
ground plane is a large area of
copper connected to the GND of the
circuit.

e Copper conductors connecting
components of the circuit are known
as (signal) traces.

* The resistance of the GND plane,
though very small, is not zero.

* Therefore, the ground points of a
circuit may not be at exactly the
same potential due to currents
flowing through the ground plane.

Picture from https://en.wikipedia.org/wiki/Ground plane
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Grounding

* The potential of the earth surface is not the same at every point.

* This is because electric power distribution systems use earth ground as
their reference.

* Thus, currents flow in the earth from these systems.

* |f a measurement system is grounded to the earth at two separate points
of the earth surface, there will be a 60 Hz AC voltage between the two
GND points.

* This voltage is typically in the range 1—10 IV rms.



Grounding—Example

* A small signal source (such as a sensor) is separated by a certain distance
from an amplifier.

e The ground points of the sensor and the amplifier are not the same.

* Let v, be the voltage between the two ground points.

* The value of the voltage v, is unpredictable.

* The voltage v, is unwanted because it changes the input voltage of the

__________________

amplifier from v, to v + V. . DEVICE




Ground Loops

* A ground loop is a closed electrical path in which the sections of the path
consist of ground wires and/or the ground plane.

* Ground loops are created whenever a conductor is connected to the
ground at different points.

* In our example, by connecting the points ¢ and d (that is, by connecting the
GND points of the device and of the amplifier), a ground loop results.

DEVICE
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Ground Loops

* All types of interference can create unwanted signals in ground loops.

* Conductively coupled interference is manifested when the difference of
potential between two ground points is significant.

* For example, let 1. be the resistance of the conductor connecting ¢ and d.

* Let 1, be the GND path resistance.

* Note that ., + 0.  DEVICE - "
: —ﬂ/\/\/‘——:c
e Therefore, an unwanted voltage ;

. . I + | Irc +
will appear between the pointsc | s ) ¥ e d_ >
and d. | ;

[ <  GND LOOP




Ground Loops

* Since ground loop currents can be large, significant unwanted voltages may
appear in nearby conductors by means of inductive interference.

* For example, since 1. and 1, have low values, a large current may flow
between the points c and d.

* [f the conductor connecting the

points a and b is nearby, an

. .  DEVICE '
unwanted voltage will be induced o K b
in it by inductive interference. i ;




Ground Loops

e To avoid interference, a single ground point should be used, if possible.

* The best practice is to select the single ground point close to the device
that is most susceptible to interference.

* In our example, the inductive interference of ground loop currents and the
conductively coupled interference are eliminated by using a single ground
point.

* If the device is not close to the e a b

amplifier, the signal path should
be shielded to eliminate capacitive
and electromagnetic interference.
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Ground Loops

* [f the device is not close to the amplifier, the signal path should be shielded

to eliminate capacitive and electromagnetic interference.

e The shield is effective when
grounded.

 When connecting the device with
a cable, coaxial cable (such as
BNC) should be used.

* On a printed circuit board, a
ground plane under a trace or
near a trace acts as a shield.

__________________

SHIELD

__________________
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